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Introduction
For retailers, having to deal with crime is one 
of the worst aspects of the job. Whether you 
find out about an item being stolen when 
someone sets off the tagging alarm and starts 
running, or only weeks later when you are 
doing a stock-take, it is always a negative and 
disheartening experience. Fortunately, just as 
the challenges of modern retail are becoming 
more elaborate, so too are the security assets 
and affordable technology available to deal 
with those challenges.

Trying to prevent crime is something retailers 
are forced to deal with as part of their opera-
tions. Unfortunately, the business model 
means there are many opportunities for crimi-
nals to get their hands on your stock or profits. 
But you can fight back by implementing some 
of the technologies available.

When it comes to retail security, technology is 
advancing in order to allow retailers to take 
back control and keep their businesses 
protected. Since they face a significant 
number of threats, these organisations need to 
ensure that they are keeping up to date with 
the latest developments in security.

This can provide them with the tools they need 
to deter criminals in the first place, as well as 
give them the best chance of bringing those 
responsible to justice. Ensuring that retailers 
are using the most advanced security systems 
possible means that they can stay one step 
ahead.

For companies to be able to really take back 
control, they have to be aware of the current 
security situation and what technologies are 
available to them. That’s why we’ve put 
together this whitepaper for retailers to better 
understand the risks they face and how they 
can overcome them.3
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State Of Play

)

The British Retail Consortium (BRC) found 
in its Annual Crime Survey 2016 that 
incidences of retail crime grew between 
2015 and 2016, with the the direct financial 
cost of crime suffered by the industry 
standing at £660 million during that period.
Customer theft was the highest contributor, 
costing businesses £438 million, 66 per 
cent of the total cost.

In total, there were 3.6 million 
incidents of retail crime 
recorded between 2015 and 
2016. In order to combat these 
criminals, businesses are 
investing in improving their 
security measures. 

In 2015-2016, the average 
capital spend on crime and 
loss prevention was £6.7 
million per retailer.

Investing in training is helping companies 
to take on the criminals responsible and 
even to prevent it from happening. Some 
81 per cent of respondents to the BRC 
survey said they provide training on 
mitigating violence in store, while 69 per 
cent said they train their staff in how to 
prevent and identify shop theft.

These are just some of the ways retailers 
are protecting their businesses, but there 
are various aspects that need to be 
considered in order to give a company the 
best chance of keeping itself safe from 
crime.
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Surveillance
Security
Surveillance security is one of the most 
important methods of deterring criminal 
activity before it takes place. The technology 
in this area has improved to offer retailers 
video analytics. It embeds algorithm-based 
intelligence into a CCTV system, which then 
allows it to alert an operative in a remote 
monitoring station, such as SECOM’s 
Control and Command Centre, of potential 
suspicious or undesirable activity.

This technology makes it possible for 
retailers to be proactive rather than being 
limited to reacting after a robbery or other 
criminal event has taken place.

“Video analytics are providing 
many more proactive tools for 
businesses to use. CCTV is going 
from being a grudge purchase to 
an essential part of many 
companies’ business, and now 
they are also being funded partly 
by marketing departments. This is 
because they provide information 
that is crucial to deciding things 
like campaigns, store layouts and 
how to position their goods.”

Alan Blake,
SECOM’s Commercial / Sales & 
Marketing Director

"Previously CCTV was viewed 
as a deterrent or reactive tool, 
it is now at the cutting edge of 
real-time business analytics, 
providing retailers with 
up-to-the minute insights into 
customer purchasing 
behaviours." 

Alan Blake,
SECOM’s Commercial / Sales & 
Marketing Director

Video analytics systems also have the ability 
to automatically distinguish between an 
activity that might be of interest to security 
personnel, such as humans or vehicles 
entering the field of view, and something 
that poses no threat, such as animals, 
foliage or litter. It means that retailers can be 
assured that their businesses are being 
protected before any criminal activity takes 
place. It is also possible to protect against 
shoplifting through video analytics, as 
businesses can be alerted to any prolonged 
dwell times or other behaviour before they 
commit the act.

What boosts this level of protection is the 
quality of the cameras themselves. High 
definition cameras are now able to take in 
up to four times more detail than standard 
analogue cameras, which means that fewer 
of them need to be purchased to cover the 
same area. This has the significant benefit 
of reducing costs for retailers.
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Access
Security

"
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Ensuring that only the right people gain 
access to your business is vital to securing 
it. This can be achieved through installing 
the right access security measures, which 
can include PIN, fob, card and biometric 
readers. The latter is seeing particular 
interest in the retail industry as it eliminates 
the risk of keys falling into the wrong hands.

When it comes to biometric security, 
technology is constantly advancing. 
Businesses can now rely on facial 
recognition, fingerprint scanning and deep 
palm readers that can recognise a person’s 
live vein pattern. This prevents potential 
fraudulent attempts to gain access and 
overcomes issues such as dirty fingerprints 
in a working environment.

Behavioural biometrics are also seeing a 
boost in adoption, with systems able to 
analyse the way users interact with them to 
establish if they are authorised for access. It 
could allow companies to implement access 
controls that can establish whether a person 
should be allowed in simply by measuring 
their gait as they approach the system.

“I think we’ll get to a place 
very soon where before 
you’ve approached a 
building, you’ve already been
registered as authorised or 
unauthorised for access.”

Alan Blake,
SECOM’s Commercial / Sales & 
Marketing Director

Biometrics are now so ubiquitous, 
smartphones are able to register users’ 
faces in 3D. When consumer technology 
has reached this point, it is good news for 
businesses, as security measures are even 
further evolved.
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Cybersecurity
Cybersecurity may not be the first aspect of 
securing a retail business but it is one that 
companies must increasingly consider due 
to the rise in related crimes. With recent 
high-profile data hacks affecting the retail 
sector, businesses are under even more 
pressure to bolster their cybersecurity.

The BRC has pointed out that the online 
sales market has seen rapid growth 
recently, increasing by roughly ten to 15 per 
cent every year. As positive as this is for 
retailers, however, it also presents more 
opportunities for cyber criminals to take 
advantage.

A recent report by law firm RPC 
found that cyber attacks on the 
retail industry doubled in just 
one year. 

Meanwhile, the BRC has 
reported that cybercrime costs 
the industry £36 million per year. 
The organisation separately 
found that an estimated 53 per 
cent of reported fraud in the 
sector is cyber-enabled, 
amounting to approximately 
£100 million

Retailers are aware of the 
problem, with the BRC’s 
Annual Crime Survey 2016 
report finding that in 2016, 50 
per cent of respondents said 
cyber attacks represented 
one of the biggest threats to 
their business, rising from 14 
per cent in 2015. 

With cybercrime a rising concern for 
retailers, they need to ensure that they are 
implementing the right security measures. 
This can be achieved when businesses are 
confident they know what the risks of not 
doing so are and how they can benefit from 
securing themselves.



Physical
Security
As a retailer, you want to ensure that your 
business and staff members are protected 
against physical threats. This is particularly 
true when violence and abuse has risen by 
40 per cent since 2014-2015, according to 
the BRC findings. In 2015-2016, there were 
51 incidents of violence and abuse per 
1,000 staff.

Just one incident should be too many for a 
business, since violence and abuse can be 
a traumatic experience for the staff 
members who go through it. The effects on 
the individual’s confidence can be lasting, 
and have an impact on the business’ 
productivity.

If damage caused by vehicles is 
a concern, as in the case of ram 
raid attacks, you can protect 
your business by installing 
anti-ram posts, which emerge 
from the ground to provide a 
physical blockade to any vehicle 
approaching the building, while 
still allowing pedestrians access. 

As well as violence against 
staff, businesses need to be 
protected against vandalism 
and other criminal damage. 
Grilles and roller shutters 
can deter criminals and 
secure doors and windows 
against breakages. This is 
particularly relevant to 
retailers operating in 
high-risk areas.

Retailers who deal with valuable and 
high-risk goods, such as electronics or 
jewellery, will need a security system 
capable of protecting their employees from 
such incidents. This could include installing 
knife and bullet proof glass panels within 
the building.
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Conclusion
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Retailers are at risk from such a broad variety 
of criminal activity that it would be 
understandable for business owners to feel 
overwhelmed. However, when it comes to 
adequately and efficiently securing business 
premises, there are effective solutions 
available. Technology has advanced to the 
point of providing proactive responses that can 
actively prevent crime.

It is important that retailers establish what the 
risks are and invest accordingly. Physical 
security barriers and access security systems 
can be the first step in protecting a business 
and its staff from any potential violence, while 
video analytics can protect against customer 
theft and send out alerts when suspicious 
activity is detected.

Companies are able to take advantage of 
better technology than ever before, which 
enables them to empower themselves in the 
war against theft and damage. With 
developments like biometrics and video 
surveillance set to advance even further, 
companies can feel hopeful that they will be 
able to combat anything that criminals throw at 
them.
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