
1

How 
the latest 
technology 
in retail security 
can empower you
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Introduction
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For retailers, having to deal with crime is one 
of the worst parts of the job. Whether you find 
out about an item being stolen when someone 
sets off the tagging alarm and starts running, or 
weeks later when you are doing a stock-take,  
it is always a bad experience. Luckily, while the 
challenges of modern retail are becoming more 
elaborate, so is the technology available to deal 
with it.

Retail security is constantly developing in order 
to deal with any new challenges that might 
come up in the future. Rather than reacting to 
trends in retail crime, most new technology is 
one step ahead of shoplifters, putting power 
back in the hands of business owners. This is 
incredibly empowering.

Retailers now have the ability to deal with 
theft in ways that criminals will not anticipate. 
Cutting-edge security systems make it much 
harder for people to commit crimes in the first 
place, let alone get away with them undetected 
and anonymous. Furthermore, businesses are 
better able to invest in new security technology, 
while criminals are often forced to rely on the 
same old methods.

Of course, companies need to understand  
what these new technologies are - and 
how to use them - before they can be truly 
effective. This whitepaper will take you through 
some of the biggest threats to retailers, and 
how effective security systems are key to 
empowering businesses to combat them.
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State of play
Hi-tech security systems are certainly needed 
in today’s retail industry. The British Retail 
Consortium’s (BRC) latest Retail Crime Survey, 
published on January 20th, has revealed that last 
year saw the cost of crime to businesses rise to  
new highs.

In total, the cost of retail crime 
in 2013-14 was £603 million. 
On average, that equates to 
roughly £20,000 per retail 
outlet. This is the highest it 
has been since the inception 
of the Retail Crime Survey in 
2007-08, and up from 2012-
13’s total of £511 million.

The vast majority of this is due to customer theft, 
which makes up 81 per cent of all incidents. While 
this is not the most expensive crime, it still accounted 
for around 56 per cent of the cost to businesses in 
2013-14, around £338 million; up four percentage 
points on the previous year.

The cost of each individual incident is also 
astonishingly high.

On average, each time a 
store becomes a victim of 
customer theft it costs around 
£241 which is the highest 
value seen in ten years.

In order to tackle this, businesses are looking to 
invest in improved security. The median spend on 
crime prevention per retailer was £2 million in 2013-
14, with a third of companies telling the BRC they 
were looking to invest more than this in the coming 
year. Just 14 per cent of businesses said they were 
looking to reduce the amount they spent.

As with everything in business, it doesn’t matter how 
much you spend, but what it’s on. Each area of retail 
security has a range of exciting developments that 
can give retailers the power to effectively prevent 
retail crime and shrink their losses.
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Surveillance 
Security
However, this is all changing, and surveillance 
is increasingly being used to empower retailers 
and allow them to prevent crimes before they 
happen. This is all down to technology called 
video analytics. This technology embeds 
algorithm-based intelligence into a CCTV 
system and allows it to proactively alert an 
operative of certain unwanted activity.

For example, a video analytics-based surveillance 
system can be set up to automatically  detect human 
or vehicular presence within the area of camera 
coverage. This is particularly useful to afford retailers 
external protection even before a would-be intruder 
attempts to break into a store.

“The surveillance camera is 
one of the most recognisable 
symbols of security, yet the 
devices are increasingly 
being thought of as obsolete. 
The key criticism of CCTV is 
that - besides the deterrent 
factor - they are unable to 
prevent crimes. “Five years 
ago, a CCTV system in a 
store was just a complete 
reactive tool.”
- Alan Blake,
SECOM’s Commercial / Sales &

Marketing Director

Mr Blake said: “Video 
analytics are providing 

a lot more proactive tools for 
businesses to use. CCTV is 
going from being a grudge 
purchase to an essential part 
of many companies’ business, 
and now they are also being 
funded partly by marketing 
departments. This is because 
they provide information that is 
crucial to deciding things like 
campaigns, store layouts and 
how to position their goods.”

The system can then automatically send an alert 
to a remote monitoring station such as SECOM’s 
Control and Command Centre. From here, an 
audio challenge can be sounded to the store to 
immediately deter the intruder, and security and 
the police can be called.

In addition, another development that is putting 
more power in the hands of retailers is the increased 
quality of the cameras themselves. While many 
people used to expect surveillance videos to be 
grainy or blurry, they are now high-definition. 
Standard 1080p HD, and even up to 20 megapixel 
cameras are becoming more and more common.

There are now cameras around, according to Mr 
Blake, that are “so densely packed with pixels that 
they can cover half a football stadium and pick 
out a single person in high detail”. This means 
fewer cameras are needed overall, which reduces 
installation costs, and they are much better at 
keeping retailers protected and empowered.
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Access  
Security
“Systems can now determine 
whether or not you’re an 
authorised member of staff 
and allow you access to a 
building on the approach to it, 
it’s a lot more intelligent than 
it used to be.”
- Alan Blake,
SECOM’s Commercial / Sales &
Marketing Director

When it comes to preventing unwanted access  
to an area, biometrics as part of access control is  
an aspect of security that is growing in popularity. 
“While the technology has been around for many 
years, it was previously thought of as costly and 
it wasn’t wholly reliable,” Mr Blake said. However, 
recent improvements have made it more cost-
effective and robust.

For example, palm scanners can now use deep- 
vein technology to make sure they are scanning  
a living person by scanning the pattern of the veins 
in the hand. This prevents any kind of replica 

fingerprint being used as can be the case with 
traditional fingerprint readers. They are also  
more tolerant of skin surface problems. Similar 
technology is also available with retina scanners.

Because the technology is no longer as expensive  
as it was in the past, more and more retailers are 
able to utilise biometrics to prevent unauthorised 
access to their premises. This and other technology 
can also be integrated to other systems, to give 
retailers access to a large amount of useful data.

For example, security building management 
systems can utilise access control to link up to 
a lighting system that intelligently turns on or off 
depending on who is in a building and whereabouts 
they are. This can be used to save money on energy 
bills in the long run.

Mr Blake sees the future of access security moving 
down a slightly different route, however. He said that 
a growing trend is “unfettered access” that increases 
convenience for users. Biometric scanning is 
becoming more capable of working at a distance, for 
example, scanning retinas without the need to lean 
up against a device.

“I think we’ll get to a place 
very soon where before 
you’ve approached a 
building, you’ve already been 
registered as authorised or 
unauthorised for access.” 
- Alan Blake,
SECOM’s Commercial / Sales &

Marketing Director
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Cybersecurity
One area that is often neglected by retailers is 
cybersecurity. This is perhaps the only area in 
which criminals can make their own technological 
developments to keep up with the security industry, 
which is something they are doing at an astonishing 
rate. This is not helped by a sector that often 
underestimates the threat posed by cybercrime.

For example, one of the new developments in the 
online world is the ‘internet of things’, whereby 
everyday items are connected to a network. While 
this is more efficient and is generally seen as a 
good thing, it also increases the number of potential 
vulnerabilities in a business’ online security.

A recent study by 
cybersecurity firm Tripwire 
found that 36 per cent of 
retail executives are not 
confident all the devices on 
their network are running only 
authorised software. This 
could leave them vulnerable 
to a cyberattack. Only 
a quarter of retailers 
expected to receive more 
funding to deal with 
this issue, compared to 
59 per cent of financial 
and 52 per cent of 
energy executives.

IT security breaches are no 
laughing matter. Research 
from PricewaterhouseCoopers 
found that last year, the 
average cost of small 
businesses’ worst security 
breach was between £65,000 
and £115,000. For large 
organisations, this was ten  
times as expensive, with 
the average being between 
£600,000 and £1.15 million.

Luckily, there is plenty of software available to  
help retailers combat these threats. Once again, 
however, success comes down to how they are  
used. For example, some businesses focus so  
much on preventing a security breach that they  
are unprepared to detect any malware that  
manages to get through.

Making sure you have the right mentality to protect 
against the wide range of cybersecurity threats out 
there is essential to protecting your business.
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Physical 
Security
Of course, not every criminal threat you will face as 
a retailer can be dealt with using hi-tech methods. 
Sometimes, you will feel most empowered when 
you know that your business will not get physically 
damaged, whether this is done in order to steal 
your goods or just as a bit of common vandalism. 
Either way, sometimes a traditional low-tech physical 
solution can be the best option.

For example, some retailers might be worried about 
the threat of ram-raiding. Not every retail criminal 
is an opportunistic shoplifter, and if you commonly 
stock a high concentration of valuables - such as 
jewellery, electronics or even alcohol - then you 
might need to physically protect your premises.

Shutters and grilles are the 
best option for preventing 
this kind of vandalism. 
Collapsible or portcullis 
grilles, for example, can 
protect your windows with 
high-quality steel while still 
giving your business and 
open look. This is perfect for 
if you need to protect your 
business while it is open in 
the daytime as well as when 
it has closed.

On the other side of the coin, you also may have 
to worry about common vandals. Broken doors or 
windows need paying for, and this kind of criminal 
damage can be incredibly costly, especially if your 
business is in a high-risk area (typically near a lot of 
pubs or nightclubs). Luckily, preventing this is easy.

If you really want to feel safe, particularly against 
violence to your staff, you can install bulletproof 
screens to make sure your workforce is protected. 
These might seem like an extreme option, but if you 
work with large amounts of money or valuables then 
it may be better to be safe than sorry.

While none of these are on the cutting edge of 
security technology, they are still some of the most 
effective ways of preventing criminals - whether 
they’re ram-raiders or vandals - from damaging your 
property and stealing your products.

You can do this easily with anti-
ram posts. These telescopic 
security measures slide out of 
the ground to provide a solid 
barrier to anyone attempting to 
drive a car at your premises. 
They don’t impede access to 
pedestrians, so they will not 
make your business seem any 
less appealing to customers 
while keeping you safe.



Conclusion
For retailers who feel like they are fighting a losing 
battle against shrinkage and crime, this should 
provide them with hope. The technology available 
to businesses is now able to take a more proactive, 
preventative role that stops crime in its tracks, rather 
than simply reporting on it after it happens.

Investing in the latest security technology is an  
easy way to put more power in the hands of retailers 
and take it away from criminals. With access and 
physical security able to prevent them from getting 
in, video analytics able to intelligently alert remote 
operators of a situation and call the police, and 
physical protection able to prevent even brute force 
entry, it is harder than ever to steal from well-
prepared businesses.

Technologies that once were seen only in science 
fiction films are now becoming freely available and 
more affordable for smaller retailers. By keeping 
up with the latest advances in this field, business 
owners can be empowered to prevent crime and 
keep their company, stock and employees as safe 
as possible.
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For more information:

0808 274 2739

marketing@secom.plc.uk




